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Detecting House of Spirit Attacks by Glibc Heap Information Extraction

ZHAI Jigiang, WANG Jiagian, HAN Xu, SUN Haixu
(School of Computer Science and Technology, Harbin University of Science and Technology, Harbin 150080, China)

Abstract: The current forensic research on heaps mainly extracts information from the heap and the NT heap of Windows.
However, the study of how to extract the information on the Glibe heap in the Linux from dump files is not sufficient. To reproduce the
internal information on the Glibc heap, this paper proposes a method to extract the internal information of Glibc heap in the Linux
according to the field offset in the vtype description information of memory object combined with Glibc heap implementation in
memory. Based on this method, three heap information extraction plugins were developed on the Rekall framework. In addition, the
House of Spirit heap attack is studied, established an attack model, and extracted its attack features. A detection algorithm for House of
Spirit attack is designed based on the extracted attack features. The attack detection plug-in is developed based on the heap information
extraction plugins. The experimental results show that this method can effectively extract the heap information in the memory of the
Linux system process, and successfully detect the House of Spirit attack in the memory based on the information combined with the
attack detection algorithm.
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spirit BRI 2 oy 1 36 Gk A 2 A A ROk
I house of spirit Wik, SCHGIIFANT .
THURIE RSN Linux WA 4.9.5 -5.7.17
64 fii ,CPU & 2.20 GHz, WAF K/ 8 G, 1 #5255
2T,
4.1 HEEBREINR
PEHL init #EFEFD gnome-keyring-d FEFEVE A 5L 4
X HE4.9.5 fAR 5. 3. 12 BRAR (5. 7. 17 A RAS
#J Linux &4 51T gnome-keyring-d 72 %, il J5 43
XS FRGE N A IEAT e it Az JSUFE A S, 4 P AR ST
RUFI 3 A HEAE B4 O o ) 42 BB init E 7 A
gnome-keyring-d 2 H ) HE(S B

LA init 2 pid =1 y\]{ﬁﬂ K10 R T Heapinit
AR IE 1T AR B Main Arena FYD7 B M H 5B A7 HY
EEj?E Aiﬁﬁ%{iﬁ&’fn S o

==== Arena and heap_info objects ===
_ : [malloc_state next] @ 0x7F6B23641B00
0x00 mutex [int:mutex]: Ox00000000
0x04 flags [int:flags]: O0x00000000
0x08 fastbinsY <Array 10 x Pointer @ 0x7F6B23641B08>
<malloc_chunk Pointer to [0x557470056e
<malloc_chunk Pointer to [0x55746ffceb5
<Array 254 x Pointer @ 9x7F6B23641B68>
<Array 4 x unsigned int @ Ox7F6B23642
<malloc_state Pointer to [0x7f6blc0GO0
<malloc_state Pointer to [0x00000000]
[long unsigned int:attached_threads]
[long unsigned int:system_mem]: 0x00
[long unsigned int:max_system_mem]:

0x58 top
0x60 last_remainder
0x68 bins

0x858 binmap

0x868 next

0x870 next_free

0x878 attached_threads
0x880 system_mem
0x888 max_system_mem

First chunk:

[malloc chunk malloc chunk] Q@ Gx55746FF4BGOO
H [¢]

E 10 #H442EA Main Arena E,m
Fig. 10 Main Arena information extracted by the plug-in

[ BE L ini R pid =1 W, 11 R T
Heapchunkinfo i {F 3k B 1) 2 F2 19 355 43 £ J ic kB
L AR =P

[malloc_chunk malloc_chunk] @ 0x55746FF59AF0
0x00 prev_size [long unsigned int:prev_size]: 0x00000000
0x08 si [long unsigned int:size]: 0x00000021
0x10 <malloc_chunk Pointer to [0x7T6b2300732d (
0x18 <malloc_chunk Pointer to [0x7f6b23641b58 (
0x20 fd_nextsize <malloc_chunk Pointer to [0x5574700067d0 (
0x28 bk_nextsize <malloc_chunk Pointer to [0x00000031] (bk_|

[malloc_chunk malloc_chunk] @ 0x55746FF59B10
0x00 prev_size [long unsigned int:prev_size]: 0x557470004
0x08 si [long unsigned int:size]: 0x00000031
0x10 <malloc_chunk Pointer to [0x207375422d44]
0x18 <malloc_chunk Pointer to [0x4d206d657473]
0x20 fd_nextsize <malloc_chunk Pointer to [0x422065676173]
0x28 bk_nextsize <malloc_chunk Pointer to [0x55746e44d100 (

[malloc_chunk malloc_chunk] @ 0x55746FF59B40

0x00 prev_size
B 11 RENESEERER

allocated chunk information extracted

[long unsigned int:prev_size]: 0x00000c90

Fig. 11

=1 B TX T AR R, Heapchunkinfo T F
BT AR B P HEE AR 5

L‘{

% 1 Heapchunkinfo f@ IR EXAIETHE
Tab.1 The data extracted by Heapchunkinfo plug-in

PEFEA JiAS Arena  pFCHEHR S PRHEDR ﬁ}fiit\y% ﬁ%gif;ﬁ\ﬁ%
4.9.5 2 4076 74 771776 83 536
init 5.3.12 2 5108 106 862 558 96 754
5.7.17 2 4 095 89 812 384 91 646
4.9.5 1 141 37 19 648 13216
gnome-keyring-d 5.3.12 1 106 26 16 324 9878
5.7.17 1 122 41 18258 12 468




104 MR

oMLK ¥ ¥ i

29 &

MR 1 Al DU BRZ A E Al DA RO R U A
[FIARAS Linux ZRGEAN [FIFEFR I 23 [R] EFE M i)
PR R R

SR SR W AR SO 2 A BB g ) Hb 2 B
AN Linux JRAS 09 H P 23 (0] i R HEAR R, B &
Linux G0 HOHr, FH P 23 () AR e S A5 4 v 2 B
(BT — S8l Y viype $if IR 15 B A AT
HEmS ARG B 24 PR RESEA T A A , DR A SCHIE & 1Y
A RA BRI
4.2 HEE H B AR

House_HiJack i F¥EAS BHEBUE 4Pl 4 115
B K215 it % house of spirit WA ER 3

W 5Pk : 1s_HouseOfSpirit , Is_FakeHeapBlock Fl1 Is_

PurContorl , QSRR 7 H A & HE 2L 4 AE W R Rk
AR AL house of spirit Wity , (HfG FH AR AL, uk
B LT A ELE house of spirit Wit5 . N IZEF A
S = A BOE R AL, W B R AT AR AL
house of spirit iy, M TR ARIT .
4.2.1 house of spirit T oH K5 I

LA house_of _ spirit_text F£FF K H shs i #1385
A5, 17 House_HiJack MR IEHE, E 12 BN
T house_of_ spirit_text JRFE T 14 OCHE ik A AR

bin[0] = malloc(40);
read(handle, input,100);
//An overflow vulnerability exists.

//Modify the value of bin[0@] through input
free(bin0@);
binl = malloc(40);
12 BERXEMEZAES
Fig. 12 The key trigger code of the program

WACHS R W 80E 5 A A8 S B A e s
Tl AT DA H B bin[ 0 ] (UH, LLE A8 [ 4T
] PIAE N B A TR BT o AR5 i i A B KA i
1O HE S S50, 438 7 BRI bin [0 ] B, 23 filh ¢
house of spirit Bif7, LT, 52T R A [F] K /N )
Yt , vl LK B AR AR R HE SR G5 | Bt
Al DMEBOCHHSE 09 B , DLk BT S bk 5 A
Hi,

I R ARy R B g MEFR £, Y HEFREFED
4%*%ﬁ5(ﬂﬂ‘,ls_HouseOfSpirit b & 50 1 X ek
RraE s IS AT P B84k . AR BEEE T AN B T2
FE A HoHEE, W fik & house of spirit 55 1 I RRE
w13 fron, K2 E] T house of spirit 55 1 W 5
FRAE

TEREINZY house of spirit EU LGS S (1 = Aoy

Jr AT T A8 R HE AT, 7 % B0 3 M ke 0] sz
F) house of spirit 25 2 TCHARE . U A Ok B 4n
& 14 Fis

aint-var introduce:range:[0,100]
4 [state 0] Found Modified Pointer at 0x804a038

he Pointer can be modified,and IS_HouseOfSpirit
ture

B 13 #MZE) house of spirit 5 1 BiH 45
Fig. 13 House of Spirit First attack feature detected

0x0804a038 0x0000000000000000 0x0000000000000030
0x0804a048 0x6161616161616161 0x0000000600000000
0x0804a058 0x6161616161616161 0x0000000000000030
Ox0804a068 0x0000000000000000 Ox0000000000001234

he Fake Chunk at 0x0804a038,and Is_FakeHeapBlock
= ture

B 14 #MZE) house of spirit £ 2 BH 45
Fig. 14 House of Spirit Second attack feature detected

TERZI 2] house of spirit 55 2 B FRIE )5 | KK
AR BT A0S Ay T4, IR AR SRR AT S
1B, W R B BB AR T 284k JB BR A TR I .
TREF B LA A A5 AR A 15 B .

Fake Pointer
0x804a058 0x00000018A00408 OxOOO0O0O0O0OOOAOOOOO0O

Pointer 0x804a058 can be overwritten!and Is_PtrCo
ntorl = ture

B 15 #@ 2] house of spirit 58 3 T 4514
Fig. 15 House of Spirit Third attack feature detected

4.2.2 house of spirit T TH K I 45 S

AT shellphish / how2heap 1l 245 H £ B 5
AN B M H I 09 52 B0 AR e A T B IE

T SR SO R GE R AR, HOER T A B
A P ) DL A 5 AR A8 22 5, TR SE B AT ] B
AR F AP HE 22 45 House_HiJack A1 CRAX RS iH1T
HURZW

CRAX Z4tJ2 SK. Huang %5 4@ i ) — il B T2
BAFF PITHIE T ERIE K H house of spirit 28
RISeA G T W AR i sh g 17 ad
FERAGI TP B oA (SIS Z AT A
I3 T H AR AR PP 1B A7 3 A v AR 42 T A
PEFCIRBAF B, Xl & house of spirit Ji il i % 5 1Y
FHoBE 19 B (5 B AT IS 4%, H93E fih % house of
spirit IO A ECHE 200, I SR i 29 2% 18, T A 280
XA AT R

M A B2 2 proR, H ey RRRS
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PRYRIRAE 3@ T Glibe HEAF EHRHUG I house of spirit ZEAI Mt 105

SEREE S FEA 3 M S A I 75 BB ] 0, KO8 RS
SE R T B B s AR R]
%X 2 House_HiJack 71 CRAX LL&:
Tab.2 Comparison of House_HiJack and CRAX

o House_HiJack CRAX
My
t,/s t,/s /s t,/s
house_of_spirit 1.9 - 1 -
example 1.7 - 0.9 -
pwn200 5.7 6.9 3.4 -
shaxian 4.7 5.3 2.3 -

house_of_spirit_text 1.9 2.4 0.8 -

32 PGS SRR, CRAX RE ARSI & 1Y
RGBT DL IR 4235 5 > house of spirit 271
He v H Bt

Wi W ¢ 5, A ATLIE . CRAX &
G X I TR 3 18 0 A EsF 1) 6 A SR A A T T
2 fH CRAX RGETCEN A 1A R 7 38 45
i, House_HiJack Z 4t R 3 AR ALIIE BF
P AR

XEH] CRAX F 48 £ AR B DU 19 46 I H 2 5
M house of spirit ZEHRIHE HH B0 (B o3k e A Hof
20 H AR AR R, OB BR L shellcode, 11
ARSI A 1 2R 48 v LT A7 12 2 T B ) 42 7l
i, L R R HL shellcode , 3X R A SCHE H )
I 7 AT R

House_HiJack i {4} 41 IURE 1 A A ) 30 72
PEAT A AT 45 5R A5 3 B

#& 3 House_HiJack iR 12 FF #& 5T 72

Tab.3 House_HiJack test procedure detection process

e e Is_House Is_Fake Is_Ptr
AR P .

of Spirit Heap Block  Contorl
house_of_spirit 1 1 0
example 1 1 0
pwn200 1 1 1
shaxian 1 1 1
house_of_spirit_text 1 1 1

M3 n] LIEH X F pwn200  shaxian Fl house
_ of_spirit_test 3 Ml R 1], 444 7T LA I 2] house
of spirit 5 1 BCHRAAE 26 2 BOERRAEANSS 3 Mol ke

fiE 3 A OCERFRAE, I, AT LATE 3 AN ek A il
PR () F 3 % ) 3t AH 07 1) DAy S R AR G B 4 1 R 2
e, NTTE BRI, LLARAS R 2 B9 shellcode 15,
house_ of _spirit Fll example M H i K GEAS house
_of _spirit 5% 1 BGERRAE RIS 2 Bl 4raE | (B IC 46
32 3 Ve R, RN 2 28 52 B 7 %) 22
R TR A R 2, IFOhiE 1 eSS 1 (B4
71 e Ay U 1=K 7 | V= NP N i o Wezp (=K i ol

5 & g

AR T —MAE Linux T #20 house of spirit
BT FEOR o ZHORF ] Sh A8 85 1] P 2 8]
FEMEEE . N THRBUE Glibe #EH A {E B, Ao
BT Glibe fE N A7 B HESE B, HESS 4 vh 35 A 1 7
BOT 45 & WAFIBOIEAE ZE 1 B Ae 45 5 B b 19 i 72
BT R EL Glibe e B AR S S REE 1T,
XS AT DUEAT Linux R0 FH P 25 () 5 72 HE
REA R,

FEBCEEA B 3R T —F house of spirit £ ki
el SIS TR S T house of
spirit BYHE G 1 Y il (A AN 55 4 i A

SRR AR AR SR B 5 s AT LU B R
A Iy S BCHC N TR AR A A P A R G 2 O B, 1T B
AR TP HEN AR D ) X Rl A
M Linux ~F5 T house of spirit 2RI BOAFEAE I
B BRI

& % X #t.
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